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ABSTRACT

AN ANALYSIS OF THE STRENGTH OF CAPTCHA USED BY SOME TURKISH
UNIVERSITIES TO PROTECT STUDENT INFORMATION

With increasing Internet usage worldwide, the need to protect websites from attackers
is paramount. As so many people perform tasks such as shopping and banking, developers
must pay close attention to the security of their sites. A significant vulnerability can exist
during the client service registration process where users register for a free Internet service
such as an email account. During enrollment, a few interlopers or aggressors may carry out
malicious attacks by enlisting bots to create fake accounts and drain or waste site resources.
Security analysts have created various systems to protect web assets from these bots. To
differentiate a human user from a bot, CAPTCHA (Completely Automated Public Turing
test to tell Computers and Humans Apart) is a commonly employed strategy. This study
focuses on the use of such a strategy in the field of web security to mitigate attacks. Different
text, image, audio and video-based CAPTCHASs are investigated including those that are
based on puzzles.

This thesis sheds light on the type of CAPTCHA used by some Turkish universities to
protect students’ specific information pages. It is a mixture of two types of CAPTCHA: text
and image. After examining this type of CAPTCHA, it is broken and recognised. This is
achieved taking into consideration some weak points in its structure, which are discussed in
the results section. The process of breaking and recognising is done via an add-on and a
program in Java language. Then, by using OCR technique, the weakness of this CAPTCHA
can be proven. In 53 CAPTCHA cases, 92.45% can be broken and recognised.

Keywords: CAPTCHA breaking, OCR, security, strength, character recognition.



OZET

TURK UNiVERSITELERININ OGRENCI BiLGILERINi KORUMAK iCiN
KULLANDIKLARI CAPTCHA SISTEMININ BiR ANALIZi

Internet kullanimmin diinya c¢apinda artmasiyla, web sitelerini saldirganlardan
korumanin geregi de daha ¢ok dnem kazanmistir. Bir¢ok kisi artik alisveris ve bankacilik
gibi islemleri internet iizerinden gergeklestirdiginden, gelistiriciler sitelerinin giivenligine
yakindan dikkat etmelidir. Kullanicilarin e-posta hesab1 gibi iicretsiz internet servislerine
kaydoldugu istemci hizmet kaydi islemi sirasinda 6nemli giivenlik agiklari olusabilir. Bu tip
kayitlar sirasinda, saldirganlar bot denen programlar olusturup sahte hesaplar olusturarak
web sitesinin kaynaklarini kotii niyetli saldirilara maruz birakabilirler. Giivenlik analistleri,
web varliklarini bu botlardan korumak i¢in ¢esitli sistemler olusturmustur. Bir insandan bir
botu ayirt etmek i¢in, CAPTCHA (insan ve Bilgisayar Ayrimi Amagl Tam Otomatik Genel
Turing Testi) sik kullanilan bir stratejidir. Bu ¢alisma, saldirilar1 azaltmak i¢in web giivenligi
alaninda bu stratejinin kullanilmasina odaklanmaktadir. Bulmacalara dayanan metinler de
dahil olmak tizere, farkli metin, resim, ses ve video tabanli CAPTCHA'lar arastirilmistir.

Bu tez, baz1 Tirk tiniversitelerinin 6grencilerin 6zel bilgi sayfalarin1 korumak icin
kullandiklart CAPTCHA tiirtine 151k tutmaktadir. CAPTCHA nin metin ve resimedn olusan
sonuclar boliimiinde tartistigimiz, bu tiir CAPTCHAlerin yapisindaki bazi zayif noktalar goz
Oniine alinarak basarilmistir. Kirma ve tanima siireci i¢in bir Mozilla eklentisi kullanilmig
ve Java programi olusturulmustur. Ardindan, OCR teknigi kullanilarak, bu CAPTCHAnin
zay1fligi kanitlanmistir. Kullandigimiz 53 CAPTCHA 6rneginden% 92.45'inin kirilabilir ve

taninabilir oldugu gosterilmistir.

Anahtar Kelimeler: CAPTCHA kirma, OCR, giivenlik, gii¢, karakter tanima.

Vi
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1. INTRODUCTION

1.1. Overview

The term CAPTCHA stands for Completely Automated Public Turing Test to Tell
Computers and Humans Apart. The real test of an effective CAPTCHA test is to build a
program which can make and grade challenges, in order to permit a great number of people,
but prohibit PCs (bots). This study proposes another CAPTCHA component which depends
on customisation of different security parameters, for example, contortion,
straightforwardness, character set and length, to build a more secure alternative to the current
frameworks.

While utilising a Gmail account, using PayPal or possibly leaving a comment on some
notable web journals, a user is likely to come across a CAPTCHA in some shape or form
[1]. Put simply, a CAPTCHA is a security system that is utilised to forestall independent
sections on sites (or anticipate mechanised bots) from performing unlawful exercises on
pages.

Gmail enhances its administration by blocking access to computerised spammers that
perform auto recruits of Google accounts, while eBay delays bots by inundating the location
with puzzles. Similarly, Facebook limits the production of fake profiles used to spam and
stalk legitimate clients or cheat [2]. These are all genuine cases of CAPTCHASs.

While using a Gmail account or PayPal, CAPTCHA utilises a mix of distorted
characters and obscure systems that people can perceive. However, this is sufficiently
troublesome for computerised scripts. CAPTCHA, also known as the "Turn around Turing
Tests," enables a PC to decide whether the distant customer is human [2]. However, bots
have developed into more up-to-date instruments to discover escape clauses in the current
CAPTCHA frameworks. Thus, CAPTCHASs must be redesigned from time-to-time to resist
these assaults.

The most widely recognised use of CAPTCHASs today is to ensure websites’ safety
from automated registrations or other spam activities. Numerous businesses (Microsoft,
Yahoo, etc.) have free email facilities. Until a couple of years ago, the majority of these

organisations experienced a particular kind of attack, whereby bots and automated programs



would agree to accept a huge number of email records [3]. The answer was to use
CAPTCHAs to guarantee that only people could acquire free accounts, in order to protect
website resources. As a general rule, free administration ought to be ensured with a
CAPTCHA, keeping in mind the goal to counteract bots [4]. Furthermore, CAPTCHASs are
useful for several other similar applications, such as preventing website registration,
protection from spam comments in blogs and stopping dictionary attacks in password
systems [5].

The literature shows that for successful implementation and effective use, a
CAPTCHA must satisfy some fundamental requirements. For example, it must be simple
enough for a human user to pass, and at the same time, sufficiently difficult for a bot [6]. On
the other hand, one must consider the user friendliness of the website while designing and
embedding a CAPTCHA. In this section, the different types of CAPTCHAS are compared
and their effectiveness evaluated.

A CAPTCHA is used with graphical keys for speech spyware. A content CAPTCHA
is shown underneath the images, and the user finds his individual pass pictures and enters
the characters in particular areas as a key for confirmation. Interactive focuses in Text Points
are notable for their character, and consequently, they recall a password. However, they
cannot be misused by machines (when compared with still focuses in conventional graphical
watchword plans) and logical, active areas of interactive focuses on their connections. Text
points pictures appear to be indistinguishable from Click Text pictures and are produced
similarly. The areas of all the interactive focuses are checked to guarantee that none is
blocked or that its resistance district covers another interactive point. CAPTCHA in
authentication can be used with a password in client confirmation convention. The
CAPTCHA is based on Password Authentication (CbPA) convention to counter online
lexicon assaults. Pass Points is for the most part considered a snap based survey arrangement
where a user snaps progression of spotlights where a photo is making a watchword, and re-
taps a similar course of action during confirmation [7].

Although most people are not familiar with the term CAPTCHA, many use it on a
weekly or even daily basis. CAPTCHASs are the security tests that are most often found on
websites that require the use of registration [8]. These security tests often consist of a series
of distorted characters that the user must type in order to continue to the desired location.

The purpose of the CAPTCHA is to ensure that access to a website or other resource is being



performed by a human rather than an automated computer program (automated attack). By
using CAPTCHA tests, all attackers are resisted. For instance, people can read misshaped
content; however, PC programs (bot and automated) may not be able to pass. The term
"Turing Test" refers to a game in which a human judge may ask a number of questions
without knowing which player is the computer and which is the human [9,10]. The judge,
who must make this distinction, is the computer player. The judge is no longer a human, but
is instead the computer server hosting the CAPTCHA; this computer must determine
whether the user is human or a computer [11].

A CAPTCHA is a security instrument requiring the correct response to a question,
which only a human can answer as opposed to any arbitrary figure. People have speed
constraints, and consequently, cannot repeat the effect of a robotised program [4]. Hence,
the fundamental prerequisite of a CAPTCHA is that PC programs must be slower than
people in reacting accurately, because the responses of the automated programs are wrong
or they face difficulties in providing answers. Additionally, a CAPTCHA is useful for
several applications, such as preventing website registration and leaving spam comments in
blogs, stopping email addresses from web scammers’ online polls, and avoiding worms and

spam in emails and dictionary attacks in a password system [12].

Type the two words: ”
4 CAPTCHA

Figure 1.1. CAPTCHA test simple.

1.2. Literature Review

This section considers the evolution of CAPTCHA. It was first used in 1997 to block
automated URL submissions [13]. AltaVista Chief Scientist Andrei Broder and his partners



built a network which only individuals could read. As a result, spam and automated programs
were reduced by 95% and a patent was issued in 2001 [14].

In November 1999, Slashdot.com reviewed the top CS colleges in the US. The
Massachusetts Institute of Technology and Understudies from the Carnegie Mellon
University completed machines to vote for their respective colleges. This made it necessary
to use CAPTCHAs for these kinds of polls in order to avoid bots [15].

In 2000, the prominent Messenger service of YAHOO was hit by bots, which created
much inconvenience for users. Hurray, alongside Carnegie Mellon University, developed
EZ-GIMPY CAPTCHA, this would select a name and corrupt it using a wide range of
images, and request from the user to incorporate the reshaped text [9].

In the last decade, there have been many attempts to prevent attackers, who continually
seek new techniques to penetrate network services. Moreover, the web-developers try to find
new forms of protection against attackers. Many different approaches have been proposed
to make tests more effective, such as text, audio, image and video-based CAPTCHAs. The
attackers of course also employed new methods to break the CAPTCHA tests. Some of the
most recent CAPTCHA tests are image orientated, puzzles and using distorted text or mixing
images with texts [12].

Text-based CAPTCHAs are weak because they can be broken [16]. This method
utilises certain procedure, for example, pre-processing, division, post-division,
acknowledgment and post-preparing, and then perceives the characters depending upon its
elements [16].

Rahman [12] reviews the literature on CAPTCHA tests. He discusses the typical
applications of CAPTCHA and its weaknesses and strengths based on text and image. The
advantage of using image-based CAPTCHA is that the sample identification of a picture is
unbreakable (Al problem). It is difficult to crack this test utilising design acknowledgment
strategy. The shortcomings of the image-based CAPTCHA test is that it is accessible only
in English. However, just 27% of users are English speakers. It is also problematic for users
who have sight impairment or learning difficulties [12].

According to the article proposed by Choudharyit [17], it is not easy for PCs to separate
the content. However, CAPTCHAs are for the most part basic tests and humans can identify
the corruptions. Therefore, the right answers are needed to allow human users into the site.

Moreover, clarifying content is based on CAPTCHASs. The least difficult yet novel approach



Is to give a user a test that only humans can understand; for example, (i) What is 15 - 4?, (ii)
Select the fourth letter in UNIVERSITY, (iii) Which of the words red, Friday and Ali is a
colour?, (iv) If today is Saturday, when is Sunday?

Fisk [18] described a new type of CAPTCHA in his article, which arranges pictures in
an artificial way. For example, when users wish to enter a website, the CAPTCHA first
shows them three pictures, which they must arrange in order. For instance, these could be
pictures of an egg, a hen and a rooster. The user knows that the egg should come first, then
the hen and, finally, the rooster. The user can, subsequently, enter the website. However, an
automated program cannot understand this process, and it will be prevented from entering
the website.

A paper proposed by Singh and Pal [7], in their study of different kinds of
CAPTCHAs, discuss the requests and problems associated with dissimilar types of tests. For
example, in the text-based CAPTCHA test, a legitimate user may encounter some problems
with identifying the right content or typescripts due to font size, multiple fonts, Wave Motion
and Blurred Letter. However, these types of texts can be easily identified by a well-trained
OCR algorithm. Similar problems may emerge with CAPTCHAS based on images for
different reasons; for example, legitimate users may have low vision or see blurred images.

Another CAPTCHA technique is based on audio. Yet, this is not very common because
most of the time it is available only in English. Therefore, this implies that to access websites
protected by audio-based CAPTCHAS, users must be fluent in English in order not to
experience problems with audio hardware. Furthermore, CAPTCHASs based on video are not
practical, and they are difficult to implement due to the large size of video files. With video-
based CAPTCHAS, users may also face other problems, for example, to download the video
and solve the CAPTCHA.

Samruddhi [19] in his article introduced different types of CAPTCHA system in view
of simplified mouse movement (DnD Captcha). They survey CAPTCHAS and compare the
different techniques. The drag and drop CAPTCHA is proposed in response to the advanced
optical character recognition (OCR) techniques for reading text-based CAPTCHAS. Their
approach relies on the DnD CAPTCHA strategy to tell humans and PCs apart. In this type
of CAPTCHA, the task is simply to drag and drop character blocks into their various blank
blocks instead of typing a text.



1.3. Problem Statement

In this study, different CAPTCHASs are analysed. The focus, however, is on a
commonly used type: the question-based CAPTCHA. Its strengths and weaknesses are
examined. In addition, it is evaluated how well CAPTCHAS protect websites. In the case
study, the focus is on question-based CAPTCHASs employed in the websites of some Turkish
universities such as Adiyaman University, Harran University, Bingol University and Siirt
University. Different methods and algorithms are investigated to understand how the

websites mentioned can be strengthened.

1.4. Aim of the Thesis

The aim of this research is to gain insight into how each type of CAPTCHA is designed
to secure websites. The study is concerned with breaking a picture-based CAPTCHA,
specifically, a question-based CAPTCHA. The goal is to demonstrate that the images of
question-based CAPTCHAS are not as secure as their creators assert. This, consequently,
highlights the weaknesses of the distinctive applications utilising picture CAPTCHAS,
especially question-based CAPTCHAS. The discussion underlines concerns over the security
strategies created to protect privacy in online frameworks. Question-based CAPTCHAs,
which represent the most recent advancements, are defenceless and susceptible to assaults
by programmers with high achievement rates.

1. In order to achieve the main objective, the images in CAPTCHA tests should be
contorted and altered so that they cannot be interpreted by OCR techniques easily. The first
thing that can be done is to include noise in the picture, especially in the background, to
make the automated extraction of text difficult. Therefore, the first step in CAPTCHA
recognition is pre-processing to eliminate such noise. After converting the image to binary
via Otsu’s method, due to its relatively higher performance compared with others, the
versatile median filter is utilised to kill commaotion.

2. After the pre-processing, the next step is to split the numbers. For this, a projection
method is employed. The black pixels are projected on the x-axis and the coordinates of each
digit (0-9) are determined in the CAPTCHA image. It should be noted that the projection of

multiple digits may overlap in some cases.



1.5. Thesis Layout

The thesis consists of four further chapters:

Chapter Two: [Background and detailed explanation of CAPTCHA types]

In this chapter, the different types of security and classifications of CAPTCHAS are
evaluated based on their popularity and strength.

Chapter Three: [Proposed techniques]

In this chapter, the structure of the proposed technique for breaking the question-based
CAPTCHA that has been used in some Turkish universities is analysed, and the steps taken
to bypass the test by using OCR are described. Furthermore, the stages for implementing the
proposed approach for recognising the extracted question from the image and estimating the
results are described.

Chapter Four: [Evaluation and results]

This chapter examines the different types of CAPTCHAS, especially those used by
some Turkish universities, the results of the research and the 53 different types of question-
based CAPTCHAES.

Chapter Five: [Conclusions and recommendations]

The results of this work are summarised and future research recommended.



2. BACKGROUND AND DETAILED EXPLANATION OF CAPTCHA TYPES

2.1. Introduction

There has been a significant growth in Internet usage, and with improvement in the
vast open systems, security dangers have increased in the last 20 years. Hence, there is
constant focus on network security and on protecting all the services, including social media,
bank systems and websites [9, 12]. Internet services help improve the daily lives of people
in different places. They also manage sales and other forms of transactions. For this reason,
protecting Internet services against attackers has become a necessity. It is vital to focus on
the administration utilised through the web as there are many malignant forces on the
Internet which may break a framework without any safe application. Security gives
assurance against such dangers [20]. One such danger is the bot, which is a malevolent
program or computerised program. It has the capacity to run robotised errands over the
system and can create issues for a network. There are layers in the network and each has
mechanisms for protecting against attacks. The most significant layer in the network is the
Application Layer Network. Many attacks against a network use this layer because it can be
done easily by manual and automated system. Protecting the network in the Application
Layer Network prevents threats and, in so doing, stabilises the network to provide services
[21].

2.1.1. Security Attacks

Previously, programmers comprehended the points of interest of PC interchanges and
how to compromise vulnerabilities. Nowadays, practically anybody can become a
programmer by downloading tools from the Internet. These perplexing assault devices and
open systems have expanded the requirements for dynamic security and system security
arrangements [22].

The security attack is any activity that breaches the data safety of any association
utilising any procedure that it seeks to identify. It also refers to a process whereby a user
compromises a computer’s security by installing malicious software, such as adware,

viruses, spyware and Trojan horses. This software often deletes certain significant files,



confuses the functions of a computer, spies on online surfing behaviours and causes
advertisements to appear unexpectedly on the screen. Globally, the number of attacks against
data frameworks has grown consistently. Moreover, there are many assaults against the data

frameworks of organisations, for example, banks and people in general [16].

2.1.1.1. Active Attack

Dynamic assaults include changing the information stream and can be ordered into
four classes: disguise using stolen login IDs and passwords, bypassing the verification
system or discovering security crevices in projects [23]. In session replay assault, an
approved client's login data are stolen by a programmer through acquiring the session ID.
Additionally, in message alteration a gate crasher modifies the bundle header locations to
guide a message to an alternative goal or adjust the information on an objective machine
[24].

In recent years, the data security of web applications has come under increasing attack.
Web applications are the principal goal, and aggressors arrange assaults for cross-website
scripting and SQL infusion. Programmers use other invasion methods in the application
layer. Web application vulnerabilities can be the result of poor information legitimacy,
unreliable session administration, disorderly framework settings and imperfections in
working frameworks and web server programming. The best technique for limiting web
application vulnerabilities is "composing secure codes.” However, many organisations do
not have sufficient staff or money to carry out a full code audit to prevent mistakes. Secondly,
conveying web applications quickly can lead to errors. Thirdly, while items used to dissect
web applications show signs of improvement, there is still a significant amount that must be
done manually, and this leads to human error. Securing an organisation's web framework
creates inside and outside resistance, a strategy which must incorporate different parts of IT
including the web improvement, foundation, operations and security groups. If there are
many assaults, clients may deny access to a network or web asset [25].

DoS: Application layer refusal of administration assaults is one of the significant
dangers of web security today. The DoS assault is the most well-known assault in system
security with the development of networks [20]. DoS assault location advancements
incorporate system activity recognition, and bundle content discovery is exhibited. DoS



disturbs administrations by attempting to confine access to a machine as opposed to
subverting the administration itself. This sort of assault focuses on either the system’s
transfer speed or availability. The objective is to send a flood of bundles to the system or
limit access to users. The most effective DoS assaults focus on the PC system’s transfer
speed or network [26, 27].

DDoS: The contraction of “Distributed Denial of Service”, DDoS makes online
services unavailable to users. It usually interrupts or suspends the services of its hosting
server temporarily. DDoS attacks can be programmed by an attacker. Divided into many
computers carrying legal IP, it is not a legal user, but a zombie machine [27]. During the
attack much traffic is created on servers, the website is entered and the data obtained. The
fundamental objective of a DDoS assault is to bring about harm either for notoriety or for
individual reasons. The DDosS attack consists of four elements: a real attacker, handlers or
masters, daemon agent or zombie hosts and victim or target host [28].

HTTP Flood Attack: In this assault, a zombie machine builds a genuine TCP
association with its genuine IP address and downloads the HTTP pages. In fact, the aggressor
has countless zombie machines and does not unveil their IP addresses. In this assault, the
solicitations of zombie machines cannot be distinguished from the demands of ordinary
clients since they have an honest arrangement and are sent through typical TCP associations.
The different points of a HT TP surge assault are the following: 1) immersing the data transfer
capacity through outbound movement; 2) debilitating the TCP cushions; 3) devouring the

CPU cycles; 4) and expanding the memory assets [29, 30].

2.1.1.2. Passive Attack

Latent assaults are carried out by listening to, or observing, transmissions. The
objective of the adversary is to obtain data that are being transmitted [31]. Passive attacks
are of two kinds: the release of message contents easily understood from telephone
conversations, or an electronic email message, an exchanged document which may contain
private data. The second sort of detached assault, activity investigation, is inconspicuous.
Assume that we have a method for veiling the content of messages or other data movement
so that adversaries, regardless of the possibility that they intercepted the message, could not
remove the data. Aloof assaults are difficult to distinguish because they do not include any

10



modification of the information. Commonly, the message activity is not sent and received in
a typical manner, and neither the sender nor the recipient knows that an outsider has perused
the messages or watched the movement design. Be that as it may, it is conceivable to keep
the achievement of these assaults, as a rule by methods for encryption. In this regard, the

management of uninvolved assaults is based on aversion as opposed to location [32].

2.1.2. Security Properties

Security property tries to clarify the types of threats that exist. First, the requirements
for security are defined. The significant requirements for every network security are to
support the network based on the Confidentiality, Integrity and Availability (CIA) model
[33]. A straightforward yet generally appropriate security model is the CIA group of three
keys rules which ought to be ensured in any kind of secure framework. These standards are
relevant to the whole subject of security analysis, from entry to a client's web history to the
security of encoded information. It can host genuine results in the case of breaking any one
of these principles [23, 24, 34].

2.1.3. Confidentiality

Secrecy is the other term used for confidentiality, which requires that data are only
available to approved individuals. This includes printing, showing and uncovering the
presence of a protest. Confidentiality refers to the ability to hide information from
unauthorised people. The data are highly classified and kept securely from other persons
who are not intended to receive them. Confidentiality also focuses on a vital component of
network security. It is perhaps the clearest part of the CIA set of three with regard to security;
yet, correspondingly, it can be for the most part assaulted. Secrecy is generally identical to
protection. Measures are taken to guarantee privacy and to keep delicate data from reaching

the wrong individuals [24].
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2.1.3.1. Integrity

Integrity requires the modification of data just by approved persons. The alteration
incorporates composing, changing, evolving status, erasing and making. Integrity refers to
the ability to ensure that the original secure information is accurate and unchanged. Honesty
means maintaining the consistency, exactness and reliability of information over its whole
lifecycle. Information must not be changed, and steps must be taken to guarantee that it

cannot be adjusted by unapproved individuals [25].

2.1.3.2. Availability

Availability also refers to the data that can only be accessed by authorised individuals.
It is essential to make certain that the data are promptly available in all circumstances. Some
types of security assaults endeavour to prevent access to suitable clients, either by hindering
them or on account of auxiliary impact. The shields that are used against information
interferences must take into account catastrophic events including fire. In such cases, to
prevent damage to information, a duplicate might be placed in a geographically-detached
area, maybe even in a flame resistant or waterproof safe. Additional security hardware, such
as firewalls and intermediary servers, can be used against inaccessible information because
of malicious activities; for example, refusal of administration assaults and system
interruption [25, 34].

2.1.4. Security Mechanisms

Mechanisms can be nontechnical, such as asking for proof of identity before changing
a password. In fact, some mechanism procedures are requested where technology cannot be
enforced. Securing a system comprises a few vital steps. The initial step is to design an
effective validation methodology. It is important to ensure that clients attempting to obtain
data really are who they claim to be. There are different approaches to executing this
verification, notwithstanding fundamental components, for example, accreditation input

gadgets, prerequisites on client information and layering of information approval. This
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confirmation utilises various strategies and conventions to issue endorsements and pass
information bundles forwards and backwards [35].

The security systems are used to identify security assaults. A wide range of security
plans can be used to counter malevolent assaults and these can be abnormal state and low-
level. Security components must be adaptable to substantial systems while maintaining high
calculation and correspondence proficiency. A security mechanism must be defined based
on the requirement of parties to achieve high-level security for resisting attacks. The
mechanism policy between parties needs to be standardised to remove the inconsistency in
data transmission. Without having a security mechanism between parties, each member has
to define the mechanism for security based on requirements. In such a situation, the
mechanism cannot be developed and the attackers can easily figure out the mechanism, how

it works and how to influence the system [26].

2.1.4.1. Firewall

Firewall refers to a computer security system used for network protection from
intruders, hackers and automated programs. It consists of a software program or hardware
device running on a secure host computer [29]. In such cases, it must have two network
interfaces at least: one for the network intended for protection, and one for the network
exposed to attack. A network firewall serves the junction point or gateway between the two
networks, usually a public network and private network; for instance, the Internet. Firewalls
can also be specific kinds of network traffic filters, protocol filtering and channel parcels in

view of their source, port numbers and goal addresses [36].

2.14.2. VPN

The virtual private network (VPN) offers an appealing solution for system
administrators in terms of disseminated processing. VPN consists of a set of PCs that have
a generally secure system and utilise encryption and uncommon conventions. Additionally,
VPN is a strategy which is used to add security and protection to private and open systems,
for example, Wi-Fi hotspots and the Internet [24]. VPNs are for the most part utilised by
organisations to secure delicate information. VPN has an open system to interface with
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remote areas or clients. Rather than utilising a devoted, certifiable association, such as a
rented line, a VPN uses "virtual" associations steered through the Internet from the
organisation's private system to the remote webpage or representative. Regular VPN is
Remote-get to this is a client to-LAN association utilised by an organisation, which has
representatives who need to interface with the private system from various remote areas.
Furthermore, site-to-webpage is done through the utilisation of committed hardware and vast
scale encryption. Numerous areas can be associated with organisations over an open system
such as the web. VPNs provide four basic capacities to guarantee the security of information:

validation, get to control, privacy and information trustworthiness [29, 37].

2143.UTM

UTM, which stands for Unified Threat Management, is a data security term that
defines a solitary security arrangement. It is a rule of solitary security apparatus, which gives
various security capacities at a solitary point in the system. A UTM machine will as a rule
incorporate capacities, for example, antivirus, against spyware and spam, and arrange
firewalling, interruption recognition and aversion, content separating and whole anticipation
[29]. Some units, additionally, provide administration, for example, remote steering, and
organise address interpretation and a virtual private system (VPN) bolster. The appeal of the
arrangement depends on its straightforwardness, so that associations that had singular sellers
or apparatuses for each unique security undertaking can now have them all under one

merchant umbrella, supported by one IT group [38, 39].

2.1.4.4. IDS/IPS

An Intrusion Detection System (IDS) is a kind of security programming, which
functions when somebody or something attempts to break data frameworks through
malevolent exercises or security strategy infringement [35]. An IDS works by checking
framework actions through testing vulnerabilities, as well as the documents, and directing
an investigation in view of known assaults. It screens the Internet to look for the most recent

dangers, which could lead to assault in the future [33, 37].
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Interruption counteractive action is a pre-emptive way to deal with system security. It
is utilised to recognise potential dangers and to react to them quickly. As in the interruption
recognition framework, an interruption avoidance framework screens organised movement
[35]. However, as changes can be made rapidly after the assailant obtains entry, interruption
anticipation frameworks can additionally move promptly because of the arrangement of
standards built by the system [29].

IDS and IPS systems are related to firewalls and try to search for an anomalous
activity, such as an unusually large amount of traffic targeting a given host or port number,
and generate alarms for network managers or perhaps even take direct action to limit a
possible attack. Although this has commercial applicability, it is still a developing field [40].

2.2. Detailed Explanation of CAPTCHA Types

There are many techniques used in CAPTCHA tests, and each has its own advantages
and disadvantages. Some of them are simple to implement, but easy to break. An example
of a standard CAPTCHA type is shown below:

7%rrad L
Type the two words: [

l || % <"°CAPICHA
, e

Figure 2.1. CAPTCHA.

2.2.1. Text-based CAPTCHA

With the development of technology, attackers are constantly using new and stronger
techniques in order to bypass CAPTCHA tests and to enter websites. At the same time,
developers are continually strengthening the shape and type of the CAPTCHA, by

implementing more complicated techniques, in order to prevent every kind of attack. This is
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why many different kinds of CAPTCHA exist today, and the most common is the text-based.
Since the first application of the CAPTCHA test as a security method, the texting technique
has been used in different ways. When the user wants to enter a website, he/she must pass
the CAPTCHA test. If he/she is able to recognise the text which is shown, then he can enter.
Those programs that are trained for an attack cannot succeed in this test and cannot enter the
website. However, the attackers can crash these kinds of tests by using OCR. In response,
developers tried to alter the tests so that even the OCR program could not succeed, leading

to the development of Anti-Recognition techniques [41].

sb6qrz sb6qgn
EnM ETU4

885X/ > &> O\

SO Spaeque
Ams lie€ eats  relef

Figure 2.2. Text-based CAPTCHA [5].

More than 15 different types of text-based CAPTCHASs exist. The strongest are those
techniques that are used by websites such as Google and eBay. The others are relatively
easier to crash such as Baidu, NIH, Wikipedia, Blizard and Strok [12]. The shapes of these
CAPTCHAs are shown in this image:
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Figure 2.3. Simple CAPTCHAs [5].

Another type of text CAPTCHA uses the question and answer technique. The user
should be able to answer some simple questions such as the following:

1. What is twenty one plus two?

2. What is the fourth letter in the word school?

3. If yesterday was Friday, what is today?

4. Which of the words yellow, Thursday and Richard is a colour?

5. What is six minus one (6-1=7).

Such questions are simple for humans to answer, but extremely difficult for a program
to understand [4, 9]. However, by integrating natural language processing (NLP) in OCR,
these types of CAPTCHAS can also be broken.

I Post New Topic

Math Required!
What is the sum of:

4+6

B New Issue

Figure 2.4. Math CAPTCHA [12].
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Developers are trying to secure websites by employing different CAPTCHA
techniques. Nonetheless, the attackers are constantly seeking to bypass these security
measures. Nowadays, they use different machine learning or recognition systems to
recognise the text CAPTCHA such as neural networks. To recognise the text, the attacker
must fulfil certain stages:

1. Pre-processing: In this step, the foundation is evacuated and CAPTCHA is quality
put away by the lattice.

2. Division: At this point, DeCAPTCHA tries to fragment CAPTCHAs utilising
different techniques similar to shading satisfying division, which uses paint container
shading surge calculation.

3. Post-division: The section's size is standardised for less demanding
acknowledgment.

4. Acknowledgment: Classifiers are taught to look for letters after the division of the
CAPTCHA.

5. Post-handling: The yield of the classifier makes progress [2].

bp | iMevBp L Imeibp
Lt R e

P

imedbp | | VEREBB | [jime/v]bl]

Pre-processing Sagmentation Post-sagmentation

Figure 2.5. Text Based on CAPTCHA

Based on assessment and comparisons, it is argued that using text ina CAPTCHA will
not be an effective solution for securing websites. If it is too simple, then the attacker can
easily solve the text via OCR. And if complex CAPTCHA techniques or text are used then

the number of visits to the websites may decrease [15].
2.2.2. Image-based CAPTCHA

In image-based CAPTCHAs, the clients need to find identical pictures. Usually, a
client is required to distinguish pictures based on similarities. The advantage of this type of

CAPTCHA is that the task is a difficult Al issue compared with text recognition. Therefore,
it is difficult to pass the test. In another image-based CAPTCHA, pictures are shown to the
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client; every picture is unique in relation to the next. In the test, an object is given, and the
client has to choose the corresponding image. An example of an image-based CAPTCHA is

shown below.

[ Click the flower J

(Step 1 of 3)

Figure 2.6. Image-based CAPTCHA [7].

This kind of CAPTCHA is a successful security technique because a human user can
recognise these images, but simple bots cannot understand the tests. In order to analyse and
pass this kind of test, very advanced Al techniques need to be employed. Therefore, security
is ensured by providing a new set of images every time the website is visited [42].

There is another image-based CAPTCHA technique which may be even more
successful. In this type of CAPTCHA, an image containing an object and some text is shown
to the user. Only one of the embedded texts corresponds to the correct name of the object or
animal. The users have to choose and type the name in the provided field. Every time a new
object is shown and embedded texts are always presented in different styles and colours.

This trivial task requires a very strong OCR and object recognition technique to pass [43].
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CAPTCHA:
(anu-spam code. Sclect one relevant text label)

tiger

Textbox:l

Submit

Figure 2.7. Image-based CAPTCHA [19].

The user chcks yvellow and enters the text

Gurkan

Girkam

! The user clicks rad snd enters the text

Resul

. The user clicks blye and enters the ext

Figure 2.8. Layered text and colour combination CAPTCHA [43]

The image-based CAPTCHA can successfully resist most attackers in other ways. For
example, the test may contain three pictures, each of which has more than 10 name options.
The correct description of the image is also provided in those 10 options. The user has to
select the correct name for the object in each picture from a corresponding combo-box in

order to enter the site.
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In the following figure, three pictures are shown, each of which has a drop-down menu
with 10 choices [12].

Triy this demo:

Security test. Please identify the pictures:

Click to identify v | | Click to identify W | {l:llck to identify |
Apple |
Cat \
Clock ‘
Dog \
Flower \
Fork
Hammer
Key
Ship \
Tree

Figure 2.9. Option image CAPTCHA [19].

Using this type of test in a CAPTCHA can prove very successful, but it is very
language-specific. The user must know English in order to choose the correct name for each
object.

Another image-based CAPTCHA relies on image rotation. Compared with others, this
IS not a language-specific method but very user-friendly. The user is required to rotate a

picture determined by the correct angles [15], as shown in the below image:
™ " LA \
e -

Figure 2.10. Rotate image CAPTCHA [9].

The developers are constantly attempting to resist attackers by using many different
but simple techniques, in order not to dissuade users from visiting the websites. At the same
time, they must make tests that everyone can understand, not only those who know English.

Therefore, the developers select different kinds of tests [41].
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Another method is based on ordering images. When a user wants to enter a website,
the images pertaining to the steps of a process are shown in the test. The user is asked to
arrange the pictures by placing first that which represents the first step of the process and so
on. This technique is successful because it cannot be broken by the attacker. In the below
Image, an egg, chick and chicken are shown. The user has to put the egg in the first table,
the chick in the second table and the chicken in the third table [42].

' ™

PN
N7~ \}_?"
o 2

I

L 3

Figure 2.11. Ordering image CAPTCHA [4].

2.2.3. Video-based CAPTCHA

A video-based CAPTCHA is a recent development and less commonly seen. The user
is presented with a video and requested to watch and type the most relevant words regarding

the content. An example is shown below:
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| > | ©0:01 m 00:59 (W -l |

Type 3 words that best describe this video:
dogs costume halloween

( Submit )

Figure 2.12. Video-based CAPTCHA [47].

In an enhanced video CAPTCHA for web administration enrollment, the site page
requests that the client watch the video and identify what is being shown. Comprehension of
the video content is demonstrated by selecting the correct options [44].

In video-based CAPTCHAs the primary hindrance is that the client's description of the
video content must correspond to that contained in the information base. The other hindrance
Is that it consumes more memory and requires significant investment [45, 46, 47]. Of course,

the different language spoken by the user and that used in the video is another problem.

2.2.4. Audio-based CAPTCHA

There are many CAPTCHA techniques utilised against attackers to protect websites.
Developers are continually seeking to protect websites by using strong but simple methods.
They are, for instance, using CAPTCHA sound to prevent attackers from entering websites.
However, using this technique may not always be successful because of the ever-changing
field of Al; for example, speech recognition systems can pass these types of tests. Language
is also a big concern.

This type of CAPTCHA works in the following way:
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e The user is presented with a CAPTCHA sound test.

e He listens to the sound.

e He types what is heard in a determined position.

o If the entered words are correct, then he succeeds in this test and enters the website.
If the user is a machine, it may still be successful in this test if it uses a well-trained

Speech Recognition system. An example is shown in the below image [44, 48]:

e ,_

Can hear the sound?

Type what you hear:

e CAPTCHA

Figure 2.13. Audio-based CAPTCHA [16]

In this CAPTCHA, users, for the most part, are faced by this kind of sound test.
However, if they cannot play the sound, they cannot complete the CAPTCHA [47].

2.2.5. Puzzle-based CAPTCHA

In this type of CAPTCHA, the user is asked to complete a simple puzzle in order to
recompose the original image. This test requires the user to inspect the original complete
picture [49, 50]. Although the test usually includes a very simple puzzle, this may still be

somewhat challenging for some users to complete quickly. An example is shown below:
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Puzzle Captcha

TIME REMAINING

Choose the

puzzle piece
5 15 to complete
the puzzle.

Figure 2.14. Puzzle-based CAPTCHA.

In this type of CAPTCHA, if the user does not complete the puzzle, he fails the test.
Another problem is that if the bots have a product that can solve the given picture, then the
web administration can be breached [50, 51].

2.2.6. Question-based CAPTCHA

This type of CAPTCHA works by requiring a user to answer a question, such as the
following: "There are two pencils, three books and 1 mouse on the table. What number of
organic products are there on the table altogether?" Here, the answer is 0 as there are no
organic products on the table. As can be seen, the user has only to enter a number. The
different qualities and inquiries can be increased by incorporating diverse examples, which
adds further complexity.

However, the whole question is not necessarily a content configuration. In the setup,
pictures of words, for instance, can be included, such as organic and natural products. This

is illustrated in the following example:
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There are 5 @L 3 y and 6 % on a table. How many fruits are there on the table in total?

Figure 2.15. Choose the correct answer

The correct answer to the question posed is 11 fruits .The PC may be able to separate
content from pictures, but this would be a difficult task. The likelihood of effectively
answering this sort of question is low considering that the PC requires accompanying
capacities:

1-  The computer must see the pictures through OCR-based programming.

2- The computer must perceive shapes in the picture. Obviously, it must separate text

from image, which is a difficult task without human input.

3- After distinguishing text from pictures, a PC must have the capacity to understand

the question.

4- Even if a PC negotiates each of the mentioned stages effectively, it must be

fundamentally equipped to note the indicated address [51].

, .
Q
0 |‘ @
, - ' \
| II. " J [
v Dy \.
Figure 2.16. Question-based CAPTCHA.

This procedure, which is unlike the OCR-based CAPTCHA systems, requires simply
giving a number as the correct answer. Therefore, it is not difficult for users and does not
take up too much time. In this method, entering a number is all that is required. Therefore,
it can be used on devices which do not have support, for instance, mobile phones and Pocket
PCs. This procedure can be executed on little devices and devices with limited resources
[51].

Colour image-based CAPTCHA. In this type of CAPTCHA, the user is required to
describe a certain picture. For instance, the picture of a car is accompanied by the following

statement: “Enter the colour of the car.”
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Login

Username

aaaaaaaa Password
What is the Colour of the car:

REFRESH CAPTCHA
[ Submit |

Figure 2.17. Colour image-based CAPTCHA.

Multi-colour image-based CAPTCHA. In a multicoloured CAPTCHA, the test can
ask different questions and make requests.

» How many colours are there is the picture?

* Enter the name of the colour in the centre.

« Enter the colour of the most extreme percentile in the picture.

« Enter the colour on the left side or the right side.

Username

aaaaaaaa Password

REFRESH CAPTCHA

Enter the Middle color

[ Submit [

Figure 2.18. Multi-colour image-based CAPTCHA.

Bongo-based CAPTCHA. Another example of a CAPTCHA is the BONGO
program. The user is presented with two sets of images. The sets differ in one specific
attribute, which must be recognised by the user to pass the test. The properties are, for
example, the thickness of the lines, the different shapes, the size of the pictures. Once the
user has recognised the particular attribute, he has to add some images to one of the two sets
[41].

27



O ()
— /
O °
Figure 2.19. Bongo CAPTCHA [16].

These two sets are unmistakable as the shapes on the left are drawn with thick lines
and everything on the right is drawn with faint lines. The user has to choose the right course
of action; of the four single squares, he is asked to select where each piece fits. The user can
easily pass the test if he chooses the correct set of squares. It is important to ensure that a

user is not confused by too many choices [41].

2.3. CAPTCHA Drawbacks

Table 2.1. CAPTCHA Drawbacks [4, 14, 19].

Types of CAPTCHA Strength point Weakness point

e Relaxed implementation 1. Complex text: the user may have
some problems to identify the
correct text or characters.

2. It can be easily recognized by
OCR techniques.

e Hard to break, Some users face problems with
image identification due to low
vision or blurred of images.

e Harder to break 1. Not practical due to the large size
Video based CAPTCHA of the file.

2. Not user friendly/annoys users

e Requires sophisticated methods to | 1. Addresses only English speakers

Text based CAPTCHA e Simple use/User friendly

Image based CAPTCHA e Simple use/User friendly

Audio based CAPTCHA break, like speech recognition. 2. The character may have a similar
sound.
e It seems like a fun. 1. Time consumicrj]g. o th I
. .| 2. User cannot identify the puzzle
Puzzle based captcha ¢ Ltr:iilps the user to monitor their easily/Not user friendly

® |t’s like a game so the user can
more interact with this captcha
system.

2.4. A CAPTCHA Recognition Approach

In this section, the steps for a CAPTCHA recognition strategy are proposed [52].
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2.4.1. Pre-processing

In order to achieve the main objective of the CAPTCHA, the images of the test should
be contorted and altered so that they cannot be interpreted by OCR techniques easily. Most
importantly, noise should be included in the picture, especially in the background, to make
the automated extraction of the text difficult. Therefore, the first step in CAPTCHA
recognition in [53] is pre-processing to eliminate such noise from the extraction text. After
converting the image to binary via Otsu’s method, due to its relatively higher performance

compared with others, the adaptive median filter is used to eliminate noise [54, 55].

a5 0

(a)

(c)

(c)

() (h)
Figure 2.20. a-b (original images), c-d (grey-level images), e-f (binary images), g-h (after noise
reduction) [52].

2.4.2. Number Splitting Procedure

After the pre-processing, the next step is to split the numbers. To do this, a projection
method is employed. The black pixels are projected onto the x-axis and the coordinates of
each digit (0-9) are determined in the CAPTCHA image. It should be noted that the

projection of multiple digits may overlap in some cases [56].

(c) (d)

Figure 2.21. Split the numbers
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2.4.3. The probability Pattern Module

In the next step, the tilted numbers need to be considered. The digits in a CAPTCHA
image may be tilted from -45 to 45 degrees. In order to recognise tilted digits properly, a
probability pattern module is introduced in [52] with the following equations. They propose
that the digits tilted from 0 to 45 degrees should be handled separately from those tilted from
-45 to 0 degrees. They also provide training dataset examples for recognising such digits as

shown in Figure 2.22.

_ _Xhk(xy)
WX ,Y) = o (1)
hk (x,y)= 1if (x,y) is the pixel of target number or 0 otherwise (2)
. o Xhk(xy)
Zi _Z count(k) (3)

The Wi (x, y) is a weight capacity of pixel located probability for every objective
number (i = 0 to 9); where (X, y) is the imaging coordinate. hk (X, y) is the theory capacity
of preparing set (k=0 to 9) and the Count (k) is the quantity of preparing set about k. On the
off chance that (X, y) is the pixel of the target number, then hk(x, y) is equivalent to 1. Zi is

a standardised capacity.
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Figure 2.22. a (-45 to 0 degree tilted) and b (0 to 45 degree tilted) [52].
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2.4.4. Number Recognition CAPTCHA Image

As a last step, score matching is used to determine each split digit. The data set in
Figure 2.22 determines the similarity score for each digit using the following equation.
Whatever maximises this similarity score becomes the final answer for that digit. After
finding the final answer for all digits, the CAPTHCA can be read successfully.

Matric = max(5 Wi (x,y) * hi(x ) (4)
<is<
@' Captcha Recognition | = | ‘i&
File
Original Adaptive Median Filter
r - !_’ i
&'b_l—:*}*:\‘s—lh_ [ a'bl‘t \ 3 %
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Wit
Gray Level Projection
- = i ' - - w v )
& T £ { I
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_+J = _.:.] :
Binarization (Otsu's method) Split Numbers
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Captcha Recognition: 431136

Time cost : 00:00:00.3300189

Figure 2.23. The sample of suggested CAPTCHA recognition [52].

2.5. Breaking CAPTCHAs
As previously mentioned, attacks on CAPTCHAs are increasing, and malicious users

try to break even the most advanced CAPTCHA tests. In response, developers build stronger
CAPTCHAs to ensure the safety of their websites. One framework for breaking a
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CAPTCHA is explained in section 3. There are similar studies that investigate the weakness
of CAPTCHAs to attacks. One such study presents several examples of attacks on widely
used website CAPTCHAs such as Yahoo! in order to evaluate their robustness [45, 57].

Like most other object or pattern recognition strategies, the case studies presented here
also include three main steps: (1) pre-processing, (2) extraction and segmentation and (3)
extraction. In the pre-processing stage, in order to eliminate noise in the Yahoo!
CATCHPAs, a threshold method is used to convert all pixels with higher intensity than the
threshold. These are converted to white and others are converted to black. The following
figure shows this pre-processing step [58, 59].

The second step, extraction and segmentation, includes two sub-steps to determine the
location of characters. To extract characters several methods are used such as cut head and
tail (CHT), guide lines, loop principle, projection with guide lines and even cut. The
appropriate one is chosen and applied depending on the CAPTCHA [58].

¢ Cut head and tail (CHT). This method is used to detect the first and last characters
since they have only one neighbouring character. Therefore, only the horizontal projection
together with area colour filling would suffice to determine the two characters by analysing
their exposed sides. Note that certain characters may have similar appearance after the CHT
and area colour filling. Some examples of characters that have similar and different

appearances are shown in the following two figures.

Characters Example

rucadv | [CORS LL H D L¥ [ Mw
oo d [T en
muand r [ onf [T owtn [T wE
Gand G C oa [ &

Figure 2.24. Characters with same or similar projection features.

e Guide lines principle. In order to recognise characters, in this technique the
characters are separated into their bottom, middle and top regions. The Yahoo! CAPTCHA
follows this guideline principle, which can be used to break the CAPTCHA test. The

following figure shows the base and guide lines.
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Figure 2.25. Guide lines principle

e Loop principle. This technique is used to determine whether a loop belongs to the
characters. For example, digit 8 includes two loops and they determine that the two loops
are parts of digit 8, if they are aligned vertically and do not overlap. Some characters when
written connected, may create additional loops in between.

e Projection with guide lines: This is another technique used to recognise characters.
The upper and lower characters separated by the middle layer are projected with respect to
the mean and base line, respectively. The projections provide information about the
categorisation of the characters. An example projection is shown in the following figure
(Detect G and L (Left), Detect H (Right)).

—Malllia aliailh

Figure 2.26. Detect G and L (Left), Detect H (Right).

e Even cut method. After the segmentation, there may still be more than one character
in a chunk. Counting the number of pixels in chunks, it is determined whether there is more
than one character in the chunk, to split or segment the chunk further.

Finally, in the extraction step, the features for each character are analysed in the
Yahoo! CAPTCHA and recognition is made in this way.

Following similar steps in [58], a comprehensive step-by-step execution of attacks on
Yahoo!, Baidu and reCAPTCHA is explained, and the success or accuracy of each is

reported and compared with the Stanford attack.
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3. PROPOSED TECHNIQUES

In this chapter, the proposed approach for analysing the question-based CAPTCHA

and implementation steps are discussed.

3.1. Website Prototyping

For implementing the proposed technique, an online user interface has been created
(http://www.bcaptcha.com). As this research investigates breaking the question-based
CAPTCHAs, it is necessary to have a prototype of the CAPTCHA mechanism of some
Turkish universities that protect student information. Working directly on the main website
of the university and trying to break the question-based CAPTCHA is considered as a cyber

crime and is copyrighted to the website.

3.1.1. Question-based CAPTCHA Generation

In the prototyped domain (http://www.bcaptcha.com), all the required settings and the
user interface are copied from the Adiyaman University and then some of the CAPTCHA
images were obtained from the CAPTCHA system of the Adiyaman University website.
Then we used their content to design our website because we did not want work on the

University’s server.

[File Edit View Higtory Bockmarks ScrapBookX Tools Help

€ (0w beaptcha.com e || Q sea B 9 3 a6 =

@ http//obs.adiyaman.e...

Seminer ve Dénem Projesi Konularinin Enstitii'ye Bildirilmesinin Son Giinii 01
Kasim 2016

1 Ogrena No
‘ sife
h LB <, i Toiam 61 @ 327 Arasinavlar 05-13 Kasim 2016

Sosyal Bilimler Enstitiisi Ogrenci Isleriyle ilgili Bilgi almal icin 416 223 3800 Dahili: 4320 ‘den Giiney KARAOGLU ile gbriisebilirsiniz.
Fen Bilimleri Enstitiisi Ogrenci isleriyle ilgili Bilgi almak icin 416 223 3800 Dshili: 4378'den Mustafa YILMAZ ile gériisebilirsiniz

Saglik Bilimleri Ogrenci sleriyle ilgili Bilgi almak igin 416 223 3800 Dahiliz 4354 'den Nadir ALIG ile gorisebilirsiniz.

Figure 3.1. The prototyped website (http://www.bcaptcha.com).



http://www.bcaptcha.com/
http://www.bcaptcha.com/

In the main website, 53 sample question-based CAPTCHAs are uploaded. By using
the PHP code, every time the user reloads the page a new image for a question-based
CAPTCHA is shown.

3.1.2. BCAPTCHA Database

To register any user, a username and password are needed. A database was built in
MySQL, which contains some usernames and passwords. This makes it possible for the user
to login successfully to the system by entering a correct username/password and CAPTCHA.
The system will then redirect the user to the main page if all the fields are completed

correctly.

3.2. Browser Add-on

In this study, an add-on is used to save the presented CAPTCHA image in the browser
and then make this an input for processing. The Scrapbook add-on, which is an extension
for Mozilla Firefox browser, allows the user to automate the process of saving the image to
the local computer. The Scrapbook add-on saves images in the webpage and easily manages
collections. The key features are lightness, speed, accuracy and multi-language support.

It helps you except? Web pages and organize the collection.

This add-on is based on ScrapBook Plus and also integrated several features in
ScrapBook.

1. Saving the web page faithfully: Web pages shown on the screen can be saved
without losing any subtle detail. The saving time and source URL are also
recorded for later reference.

2. Saving partial content: You can save partial web content, save without images and
videos, save without styles, save without scripts, edit before save, and more ways
for saving are available for you.

3. Extensive saving: You can save web pages and files linked by the web page, save
multiple opened tabs, save a list of pages using a URL list, and more batch save

functionalities are available for you.
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4. Manage data: You can manage saved items with a tree structure, just as easy as
managing the bookmarks.

6. Searching data: You can search any fragment of the saved web pages with the
built-in full-text engine.

7. Editing data: You can add highlights, comments, annotations, or even edit the
source HTML for the saved pages.

8. Taking notes: You can create note pages in ScrapBook, and edit them as easy as
editing web pages.

9. Input and output data: You can combine multiple data items into one. You can
generate HTML tree list and make a static scrapbook site. You can configure a
multi-ScrapBook database which won't interfere with each other. You can import
and export data items for backup or exchange.

10. Add-ons: Some Firefox add-ons can be integrated with ScrapBook and extends its

power, such as these ones.
Installation
Just download and install the desired version here or from the history list. If you were
using ScrapBook or ScrapBook Plus, be sure to disable or remove them before using
ScrapBook X, to prevent a possible conflict.

3.3. The CAPTCHA Recognition by Proposed OCR System

After downloading the image by Scrapbook add-on, the original image is processed by

preparing for recognition and determining the equation used in the image.
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Figure 3.2. Pre-processing noise reduction flow chart diagram.

A software (BCAPTCHA) was built for automatically saving the image by using add-
on and preparing the image for pre-processing and then recognition. In the first step, the
software uses a keyword to make the image ready for processing. The BCATCHA software,
which has been written in Java programming language, uses the robot object to press the (c)
key on the keyboard to save the loaded image in the browser.

3.3.1. Noise Reduction

The CAPTCHA pictures have a great deal of commotion. Consequently, a pre-
processing system is connected to kill the commotion. The pre-handling system is shown in
Figure 3.3. The basic picture handling is utilised to upgrade the power of the source
CAPTCHA pictures. To begin with, the CAPTCHA picture is changed to a grayscale picture.
Then, the commotion is expelled using adaptive median filter (AMF). The AMF beats all
current middle based channels that can lessen commotion.

With the end goal of planning and improving question-based CAPTCHAs, a few
unique capacities and methods are connected; for example, differentiating pictures, changing
question-based CAPTCHA pictures from shading mode to grayscale mode, thresholding
CAPTCHA pictures, which is the most critical system that binarises question-based
CAPTCHAs, reducing noise by expelling little dots on the pictures, and playing out some
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morphological operations on the grounds that through actualising different pre-processing
forms the results may contain gaps in a few sections of the pictures, which may evacuate
some pixels in the middle channel of digits on pictures that have ordinary numbers for

questions.

Figure 3.3. The image before processing.

57 O

Figure 3.4. The image after noise reduction.

As shown in figure 3.4, after applying noise reduction to the original image, this makes
the image ready for OCR CAPTCHA recognition.

3.3.2. Grayscale

After applying contrast work to the CAPTCHA images, in the second critical picture
pre-processing system a grayscale work is applied to pictures for the questions. One of the
most essential and straightforward strategies of picture upgrade procedures is grayscale
transformation. Diminishing computational necessities and rearranging binarisation is the
principle reason for applying grayscale change to images, rather than working on shading
pictures of the question-based CAPTCHAS, specifically in binarisation handle.

To change pictures from shading mode to dark mode, a technique or capacity from
Image Magic library was utilised (- shading space dim). Figure 3.5 demonstrates the
transformation of a differentiated CAPTCHA picture to a dark scale picture. The
differentiated picture has some unique shading. However, when applying grayscale change,
the foundation shading is obviously adjusted. In light of our trials, such change is one of the
principle components for better application of binarisation procedure with less

computational prerequisites.
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Figure 3.5. Applying thresholding technique to a contrasted and grayscale image.

3.3.3. Binarisation

Isolating picture pixels as background (White) or text (Black) is the procedure of
binarisation, which is incorporated into OCR frameworks as a pre-processing method.
Isolating pixels is the most critical process that empowers the division process and character
acknowledgment procedure to identify and break down the areas of the picture which
probably contain text.

Binarisation is performed using thresholding. In a picture, isolating the data, such as
content from its experience, is the procedure of image thresholding. This is performed when
dealing with pictures of a shading record or of dim level. Worldwide, thresholding and
nearby thresholding are the most popular. At the point of the whole archive picture, just a
single edge esteem is utilised, and the global thresholding strategy is utilised, which is for
the most part from the force histogram of the picture contingent on the estimation of the
foundation level. However, as indicated by the data, when every pixel diverse esteem is used,
the technique utilised is nearby versatile thresholding.

In this study, utilising thresholding strategy has many focal points that require applying
to CAPTCHA pictures; for example, better performing division handle, acknowledgment
preparation and resolving the issues of uneven lighting. However, ordinarily, photographs
of CAPTCHAS have less states of uneven lighting since capacity was offered to the clients
to see pictures legitimately using better lighting. Since utilising versatile thresholding creates
more opportunities to process CAPTCHA pictures than worldwide thresholding, worldwide
thresholding technique was adopted for binarising CAPTCHA pictures [60, 61].

To benefit from the utilisation of worldwide thresholding, (- threshold value %) was
utilised. This capacity applies simultaneous dark/white limit to the picture. In view of the

tests adopted, the best edge is 40%, which works really well under various conditions.
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Figure 3.5 shows two CAPTCHA pictures. The primary picture is pre-handled by
applying strategies of complexity and grayscale, and the second picture is binarised and
delivered after applying thresholding (- threshold 40%) to the principal picture.

3.3.4. Median Filter

The vigour and accuracy of the element extraction and characterisation period of the
OCR structure can be achieved by diminishing the commotion in the picture in the pre-
preparing stage. There are a few strategies which are used for expelling commotion from
pictures; for example, middle channels or Gaussian obscure channels. Such strategies can
adequately evacuate detached pixel commotion. In this study, middle channel procedure was
utilised with the goal of evacuating dots or commotions in binarised pictures. The middle
channel is a unique type of low-pass channel. Middle channel strategy takes a range of
pictures (width 40 pixels, high 177 pixels) and then sorts pixel esteem reduced to most
noteworthy esteem. Subsequently, it extracts the middle incentive from the sorted esteem.
Finally, it replaces the inside pixel estimation of the handled range with the medium esteem
[63].

With the end goal of applying a middle channel system to CAPTCHA pictures, (-
middle radius) was utilised. In our trials, middle channel performs better on pictures when
its range is (3). Figure 3.6 indicates the impacts of applying a middle filter (- middle 3) to a
CAPTCHA picture. Unmistakably, middle filter expelled the greater part of the little dots
around the text.

46 36
o9 &9

Figure 3.6. Effects of applying median filter technique to a noisy image.
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3.4. Implementing OCR Process

The image after noise reduction is sent to an OCR machine for recognition. The
software processes the results of the OCR to calculate and find the final result of the
question-based CAPTCHA.

As shown in the image below, the output of OCR, which is 362, is split into digits. The
first two digits are combined as separate numbers (36) and the third digit as another number
(2). Finally, two numbers (36 and 2) are added, and the summation is used in the software
to break the question-based CAPTCHA.

16 2 36 + 2 =?

Figure 3.7. Image noise reduction and its OCR-produced equation.

C\Windows\system32\cmd.exe

for page save ...

for page load ...

for page load ...

for page load ...

for page load ...

for Ctrl+L ...
Username and password
for page save ...

save ...
for page load ...
for page load ...
for page load ...
for page load ...
for Ctrl+L ...
Username and password
for page save ...
Press any key to continue . . .

.

Figure 3.8. Run-time process.

The framework plays out a few procedures; for example, taking an image of

CAPTCHAs or browsing to an image, later performing document design investigation
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algorithm for identifying CAPTCHA locale from picture foundation and sending the picture
to the managed record server (bcaptcha.com) for further handling. Notably, the
programming framework performs the proposed procedures, which are picture pre-
processing calculations, perceiving digits (0-9) by utilising Tesseract OCR mechanism for
question-based CAPTCHAs, distinguishing and removing picture information in perceived
digits and, finally, storing valuable data in the database. The usage details of image handling

are provided in the accompanying subsections.

3.5. Dictionary Attack

A dictionary attack is an attempt to gain illicit access to a computer system by using a
very large set of words to generate potential passwords. In the approach of the present study,
a dictionary file is built, which contains some usernames and passwords. The usernames and

passwords are used during the attack time to login into the main page of the website.
Odrenci No
Sifre
Sayilarin Toplami e To B e DA
Giris

Figure 3.9. Login page during software attack: entering username and password for the correct
CAPTCHA.

Figure 3.9 shows the login page of bcaptcha.com. The username and password have
been extracted from the dictionary and the image CAPTCHA is recognised by OCR.
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4. EVALUATION AND RESULTS

Open
beaptcha.com
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Noise Reduction
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Grayscale & T
Median Filter
OCR

0

Test result of
question
Captcha

Main Page

Figure 4.1. The diagram shows a system of recognition framework for question-based CAPTCHAS

4.1. Evaluation

After the detailed study of the different types of CAPTCHASs of some reliable websites
and scientific resources, a comparison and evaluation was made between the different types

that have been built for some Turkish universities for their student information pages. A



CAPTCHA is used to protect webpages in order to prevent being attacked and broken or
crashed. In particular, the question-based CAPTCHA is a combination of two other types of
CAPTCHA. These two types are text-based and image-based.

In this study, it is proved that this type of CAPTCHA can be broken and noise
reduction background removed by creating software. It can also be recognised by OCR
mechanisms. This break of CAPTCHA using software is caused by some weak points of
technique, which are the following:

1- All the techniques of the images to produce this CAPTCHA have similar

backgrounds that help the attackers to break it more easily.

2- Lack of skew and ambiguity in writing the formula/equation.

3- There is only one type of equation and text which is repeated every time (in every

circumstance) the page is reloaded. The equation is written in this pattern (x +y)
(38 + 2). This continuous repetition of the equation makes it easier for the hackers
to break it. The equation could have been written in a different format (89 plus five,
fifteen — 8 or twenty-six + 2) using different signs (plus, minus, multiplication, etc.)
so to make the CAPTCHA stronger and more complex.

According to the evaluation and analysis of different CAPTCHAS, the best type for
protecting webpages and for users is the reCAPTCHA, which can only be passed by clicking
on the checkbox, as shown in figure 4.2, one or two times. This type of CAPTCHA cannot
be passed more than two times in one session. The stage will be changed if the user is

suspected of being a robot.

™ ™

I'm not a robot - \/ I'm not a robot

Figure 4.2. Clicking on the check box pass of the reCAPTCHA.

Due to this suspicion, the CAPTCHA presents some complex images, which are shown
in figure 4.3. The user should choose the right images to go with the above text. After
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choosing the correct pictures, the user is allowed to pass. Because of this complicated
equation, the machine cannot understand and identify the CAPTCHA easily.

Select all squares with clothing.

If there are none, click skip

Figure 4.3. Google new reCAPTCHA.

4.2. Results

In this study, 53 CAPTCHA cases were examined. Three numbers were hidden in each
CAPTCHA npicture. Fifty-three cases were procured haphazardly to make the product
framework, as can be seen in Figure 3.3. Figure 4.1 illustrates the CAPTCHA
acknowledgment structure. Since we need to perceive the number viably, some picture
handling techniques were utilised to part the numbers in the CAPTCHA pictures. We utilised
match condition. The exploratory outcome appears in Figure 3.4. In the analysis, the



quantitative appraisal demonstrates that the proposed acknowledgment technique completes
92.45% of the 53 CAPTCHA images.

The software system attacks every 32 seconds for each username and passwords, and
successfully recognises 49 out of 53 images in the question-based CAPTCHA.

Based on the data of the program test, it can be concluded that this type of CAPTCHA,
which has been used by some Turkish universities to protect the student information system,

has some weak points, which makes it unstable.
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5. CONCLUSIONS AND RECOMMENDATIONS

The different types and techniques of CAPTCHA were extensively reviewed. The five
most commonly used CAPTCHAs were analysed and their strengths and weaknesses
evaluated. It was concluded that the text-based CAPTCHA is the most preferred, although
it is more prone to being bypassed by bots.

Following this, the study presented an overview of CAPTCHA and where it is used.
This included discussion of techniques used to break CAPTCHASs. The main steps for
breaking a CAPTCHA were also considered, and examples of CAPTCHA attacks were
provided.

The security of the CAPTCHA framework was examined as regards data framework
organisation in some Turkish universities. There is much focus on the testing of CAPTCHA
pictures, and a few target numbers are covered or detached by the commotion. Keeping in
mind the end goal to examine these CAPTCHA pictures, image noise reduction and OCR
recognition were proposed to perceive the objective numbers in all CAPTCHA cases. As the
trial results show, the danger of the CAPTCHA framework as regards the data framework
organisation might exist because of the proposed CAPTCHA acknowledgment strategy. It
is recommended that Turkish universities strengthen their CAPTCHA framework.

A new BCAPTCHA system was presented that tries to save the images which are
loaded. The experimental result is shown in figure 4.1. The quantitative evaluation
demonstrates that the proposed acknowledgment strategy completes 92.45% of the 53
CAPTCHA pictures. The software system attacks every 32 seconds for each username and
passwords, and successfully recognises 49 out of 53 images in the question-based
CAPTCHA.

It is recommended that Turkish universities change their CAPTCHA system to
reCAPTCHA, which is a free service that shields sites from spam and misuses. reCAPTCHA
uses a moved possibility examination engine and adaptable CAPTCHAS to prevent robotised
programming from partaking in harmful activities on a site. It does this while allowing users

to enter effortlessly.
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